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Abstract : The development of information technology
requires companies to have a secure, structured, and easy-
to-manage computer network. This study aims to design a
Wireless Local Area Network (WLAN) based on Virtual
Local Area Network (VLAN) to optimize network
management and security at PT. Halia Teknologi Nusantara.
The study uses a quantitative approach with a simulation-
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guidelines, and interviews. Data are analyzed descriptively
through connectivity testing, inter-VLAN communication,
and the application of Access Control List (ACL). The results
show that devices in the same VLAN can communicate,
access from the Operation VLAN to the internal technical
VLAN is successfully blocked, and administrators can access
other VLANSs according to the configuration. In conclusion,
the WLAN design based on VLAN and ACL supports network
segmentation, access control, and more structured network
management. However, its effectiveness on physical
infrastructure still requires direct testing.
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Introduction

The development of information technology encourages companies to establish secure, structured,
and easily manageable computer network infrastructure. Computer networks play an important role in
supporting data exchange, communication between devices, and access to organizational resources.
However, the implementation of a flat network architecture, in which devices are placed within a single
network segment without separation based on their functions or operational requirements, can lead to
several problems, including increased broadcast traffic, difficulties in network management, and
security vulnerabilities. Zaidan and Dafitri (2025) explain that networks without proper segmentation
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may experience challenges in terms of security and network management. Similarly, Nabawi et al.

(2025) discuss the implementation of VLAN trunking to separate networks between organizational

divisions and restrict communication between segments. These conditions indicate the importance of

implementing a more structured network architecture that supports efficient communication, access
control, and network administration.

One technology that can address these challenges is the Virtual Local Area Network (VLAN),
which enables a physical network to be divided into several logical network segments. VLAN
implementation can reduce the scope of broadcast domains, improve access control, and simplify
network management. Sitohang and Pangaribuan (2025) demonstrated that VLAN implementation
supports traffic segmentation and network security, while Agustio and Nainggolan (2023) discussed the
combination of VLAN and Access Control List (ACL) to regulate network access. In Wireless Local
Area Networks (WLANSs), VLAN segmentation can also be implemented to separate wireless
connections according to user groups and operational requirements. Furthermore, access point
placement is an important consideration in maintaining wireless network coverage and connectivity
quality (Ningsih et al., 2025). Previous studies have therefore discussed various aspects of VLAN
implementation, network segmentation, access control, and wireless connectivity. However, the
integration of these aspects into a company-specific, multi-floor WLAN architecture that accommodates
guest access, employee divisions, and centralized network management remains an important area for
further investigation.

This issue was identified at PT. Halia Teknologi Nusantara, a company engaged in industrial
technology, procurement, consulting, and technical training. Based on observations, the company's
existing network had not implemented adequate segmentation, resulting in most devices remaining
within the same network segment. In addition, each floor used a different internet service provider,
namely IndiHome with a bandwidth of 75 Mbps on the first floor, Biznet with 200 Mbps on the second
floor, and Oxygen with 25 Mbps on the third floor. This network arrangement created challenges in
managing network infrastructure across floors, particularly in monitoring connected devices and
organizing network access according to operational requirements. The absence of an integrated network
segmentation structure also made centralized network administration more difficult.

Another identified problem concerns the limited implementation of access restrictions between
network users. Employee and guest devices potentially share the same network environment, while
existing network security primarily relies on the built-in firewalls of Optical Network Terminal (ONT)
modems and WPAZ2-PSK encryption on access points. The absence of more specific network
segmentation and ACL configurations may increase the risk of unauthorized access to internal company
resources and the spread of malicious software. Furthermore, the existing network infrastructure
requires better organization to support connectivity and access management for multiple users. These
conditions demonstrate the need for a VLAN-based WLAN design that can separate guest and internal
employee networks, regulate communication between divisions, and provide a more structured approach
to network administration.

Previous studies have provided a foundation for addressing these problems through VLAN
implementation, ACL-based access filtering, and network simulation using Cisco Packet Tracer. Amran
et al. (2024) utilized Cisco Packet Tracer to design and test computer network topologies, while
Setiawan et al. (2024) discussed its application in VLAN configuration, DHCP, and network
connectivity testing. Smera and Sandeep (2022) also discussed the use of simulation approaches in
computer network research. Nevertheless, the present study focuses on integrating WLAN topology
design, VLAN segmentation, inter-VLAN routing, DHCP configuration, and ACL implementation
within the specific network environment of PT. Halia Teknologi Nusantara. The proposed design
considers the separation of guest access and employee networks across different organizational divisions
and floors, as well as the implementation of access restrictions based on operational requirements. Thus,
the research addresses the need for a more integrated network design tailored to the company's existing
infrastructure and network management conditions.

Based on these considerations, this study aims to design a VLAN-based Wireless Local Area
Network (WLAN) infrastructure to improve network management structure and access control at PT.
Halia Teknologi Nusantara. The urgency of this research lies in the company's need to establish more
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organized network segmentation, reduce the potential for unauthorized access, and simplify network
administration across its three floors. The novelty of this study lies in the integration of WLAN design
and VLAN-based segmentation according to the company's organizational structure, particularly
through the separation of guest and internal employee networks, inter-VLAN routing, and ACL-based
access restrictions. Cisco Packet Tracer is used to simulate and evaluate the proposed network
configuration through connectivity testing, inter-VLAN communication, and access-control scenarios.
The resulting design is expected to provide a technical reference for improving the company's network
structure and serve as a basis for future physical implementation.

Method

This study uses a simulation-based experimental approach to design a Virtual Local Area
Network (VLAN)-based Wireless Local Area Network (WLAN) at PT. Halia Teknologi Nusantara.
Simulations were conducted using Cisco Packet Tracer to design the topology, configure VLANS, inter-
VLAN routing, and Access Control Lists (ACLS), and test network connectivity and access restrictions.
The use of simulation allows network designs to be tested in a virtual environment before being
physically implemented. This approach aligns with Smera and Sandeep (2022), who discussed the use
of simulation in network design testing.

The research instruments included Cisco Packet Tracer and observation and interview guidelines
to obtain information about the company's network conditions. Data collection was conducted through
observations of network topology and devices, interviews with operational personnel and employees,
and literature studies. According to Creswell and Creswell (2018), the selection of data collection
techniques needs to be tailored to the research objectives and approach. Data were analyzed
descriptively by comparing the current network and the proposed design based on the results of
connectivity testing within VLANS, inter-VLAN communication, and ACL implementation.

The research object is the computer network infrastructure of PT. Halia Teknologi Nusantara,
which includes the network on the first, second, and third floors. The research sample consists of a
running network schematic and a proposed network design simulated using Cisco Packet Tracer. The
object selection is based on network problems identified through observation, particularly the lack of
network segmentation and access restrictions based on user needs.

The research procedure consists of four stages. First, network requirements analysis based on
observations and interviews. Second, WLAN topology design and SSID and VLAN mapping according
to company needs. Third, network simulations are running and the configuration of the proposed design,
which includes VLANSs, inter-VLAN routing, and ACLs. Fourth, device connectivity within the same
VLAN, inter-VLAN communication, and access restrictions on company resources are tested. The test
results are used to evaluate the suitability of the design to the company's network needs.

Results and Discussion
Proposed Network

In an effort to optimize network management and improve network security on the PT. Halia
Teknologi Nusantara network, the author proposes a new network design by replacing...router, the
addition of managed switches, Access Points that support VLAN features as well as the implementation
of Virtual Local Area Networks (VLANS) to break down the network into several different network
segments and the implementation of Access Control Lists (ACLs) to improve security by limiting each
network segment's access to company resources.

Network splitting is done by dividing the company network into several segments. VLANFor
employee divisions and guest network segments, each VLAN segment on the network is distributed via
SSIDs that have been configured with each VLAN on the Access Point.

Access Control List(ACL) is implemented on Ruijie routers which functions to limit
communication between network segments and prevent unauthorized access to internal company
resources by unknown devices.

1. Network Topology
In the proposed network topology design proposed by the author, in order to optimize the
management and security of the PT. Halia Teknologi Nusantara network, the author uses a star topology
Ambidextrous: Journal of Innovation Efficiency and Technology in Organizations
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with additional network segmentation based on Virtual Local Area Network (VLAN) and Access
Control List (ACL).

As for the topology design, the author proposes to merge the entire network into one network
infrastructure with the Ruijie router as the network management center and Virtual Local Area Network
(VLAN) distribution center. Each port on the managed switch is also configured to suit its use, such as
ports connected to end devices such as access points configured in access mode, while ports connected
to routers are configured in trunk mode.

Each Access Point is directly connected to a managed switch on each floor, where each port on
each switch has been configured for each VLAN, where each access point has been configured with a
different SSID for each VLAN. The different SSIDs serve to separate the guest network and the
employee network of each division, thereby increasing network security and simplifying the
management and administration of the company's network.

The topology proposed by the author is as follows:
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Figure 1. Proposed Network Topology
Source: Author's Documentation Results

2. Network Scheme

The proposed network schematic designed by the author illustrates communication between
network devices and client devices simulated using Cisco Packet Tracer. The simulated proposed
network schematic consists of a router, managed switch, access point, and end-user devices such as
laptops and PCs.

In this network scheme, the Ruijie router acts as a data traffic control center as well as VLAN
configuration, ACL and company network management where the managed switches on each floor and
servers are connected directly to the router, while each managed switch is connected directly to the
access point and employee PC on each floor.

Each access point on each floor is given a different SSID according to the VLAN segment to
separate the guest network and the internal employee network such as VLAN 10 for guests and VLAN
20, 30, 40 and 50 for each employee division so that it can optimize network traffic by dividing one
network into several small networks which limit the distribution of broadcasts to only certain VLAN:S,
thereby reducing the traffic load received by network devices.

Each VLAN on each floor is given a different IP address with Dynamic Host Configuration Protocol
(DHCP) on each VLAN which functions to provide automatic IP addresses to end-user devices on each
VLAN, except for the IT Administrator's laptop and NAS server which are given static IP addresses.

To improve network security, this network scheme also implements Access Control List (ACL) to
limit access to Guest VLANs and VLANSs between Employee divisions so that each VLAN cannot
connect to each other unless given access, as well as disabling unused ports to minimize the risk of
illegal access from unauthenticated devices.

The proposed network scheme is simulated using Cisco Packet Tracer, which aims to provide an
initial overview of the network and test the proposed network scheme before it is actually implemented
in the field to minimize the risk of configuration errors in the network.
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The following is a schematic of the proposed simulated network:
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Figure 2. Proposed Network Schematic
Source: Author's Documentation Results

3. Network Security
In the proposed network schematic, the author proposes several additional security systems to
enhance network security against threats such as unauthorized access and data leaks, which could
compromise company performance and data confidentiality. The proposed network security measures
are as follows:
A. Implementation of network segmentation with Virtual Local Area Network (VLAN)
Virtual Local Area Network(VLAN) functions to divide the network into several logical network
segments so that each network cannot be directly connected. In this network design, VLANs are used
to create network segmentation, namely VLANSs 20, 30, 40 and 50 which are intended for internal
employees and VLAN 10 which is intended for guests. Each VLAN is configured with a different
subnet and access to each VLAN is restricted which serves to improve and maintain data security on
each network segment.
B. Implementing Access Control List (ACL) to limit Network Access
Access Control List (ACL) functions as a control on access to each VLAN on the network where
ACL will limit access to VLAN 10 (Guest) so that it cannot connect to the employee VLAN and
limit access to employee VLANs (VLAN 20,30,40,50) so that only VLANS that are given access can
access resources on the company network.
C. Disabling the Wi-Fi Feature of the ONT Modem
In an effort to improve network security, any Wi-Fi features on the ONT modem are disabled as
a step to reduce the risk of unauthorized access from unauthenticated devices via wireless. Wireless).
D. Turn off ports on the Router or Switch that are not in use
Deactivationbyt which is used on network devices such as managed switches, routers and
modems functions as physical protection for the network from the threat of unauthenticated network
access from internal or external parties and makes it easier for administrators to monitor network
connections because they only need to monitor the ports that are on.

Application Design

In this study, to demonstrate the proposed network design, the author uses Cisco Packet Tracer to
simulate the network design and its configuration for testing the network design without having to
change the current network configuration, thus minimizing the risk of errors in the network
configuration. The configuration is carried out via the Command Line Interface (CLI) on the network
device.
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As for the configuration steps, they are as follows:
1. Accessing the Command Line Interface (CLI) on the router

I\
Figure 3. Router CLI Menu Display
Source: Author's Documentation Results
When you first access the router on Cisco Packet Tracer, the router is still in "User EXEC Mode"
where to start the configuration, you need the "Enable" command on the Command Line Interface (CLI)
on the router to switch from User EXEC Mode to Privileged EXEC mode.

2. Accessing Router Configuration Mode

® Router3 [}

Physical Config _CU _ Aftnbutes

10S Command Line Interface

ETURN to get started

Copy Paste

Figure 4. Accessing Global Configuration Mode on the Router
Source: Author's Documentation Results
After entering User Exec Mode, to be able to start configuring the router, you need to use the
“configure terminal” to switch from Privileged EXEC mode to “mode”.Global Configuration” on the
router.

Ambidextrous: Journal of Innovation Efficiency and Technology in Organizations
https://doi.org/10.61536/ambidextrous.v6i01.964
This open-access article is distributed under a Creative Commons Attribution (CC-BY-SA) 4.0 license

[onolen

T T



https://doi.org/10.61536/ambidextrous.v6i01.964

Page |56 <= Ambidextrous, Vol. 6, No. 01, 2026

3. DHCP Configuration on Router

Figure 5. DHCP client configuration on the router
Source: Author's Documentation Results
So that each VLAN can get an [P address dynamically, each VLAN is configured with a different
DHCP pool according to the VLAN. The configuration can be done after entering global configuration
mode, then use the command "#IP DHCP pool [VLAN name]" to create a DHCP pool, then use the
network [192.168.xx] command according to the IP you want to use, then use the default-router
[192.168.xx] command to provide a gateway IP for each DHCP pool VLAN.

4. VLAN Configuration on Switch

Figure 6. ConfigurationVLAN on Switch
Source: Author's Documentation Results

VLAN configuration is done by configuring it directly on the switch using the #VLAN[vlan name]
command after entering global configuration mode, where each switch is configured with a different
VLAN, after that select the port that will be used as a trunk/access port, the trunk port is configured as
a delivery traffic path for many VLANs from the router/switch or vice versa while the access port is
configured for one VLAN used for end-user devices to be able to connect to the VL AN.

An example of the access port configuration is on the 2nd floor switch where the fa2/1 port is
configured as an access port used to channel VLAN 40 (technical) via cable to the PC belonging to the
technical division.
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Switch(config) #interface FastEthernet2/1
Switch(config-if)#
Switch(config-if) #
Switch(config-if) #switchport access vlan 40
Switch (config-if) #|
Figure 7. Access Port Configuration on the 2nd Floor Switch
Source: Author's Documentation Results

5. Inter-vlan Routing Configuration

Figure 8. Inter- ConfigurationVLAN Routing

Source: Author's Documentation Results

Inter-VLAN routing configuration is done by creating a sub-interface with the command #interface
[interface/.[sub-interface] on the physical interface that you want to use as the VLAN sub-interface, then
use the command #encapsulation dot1Q [ID_Vlan] to allocate tags to each VLAN frame, each sub-
interface is also given an IP address as the default gateway so that each VLAN on the network can be

connected to each other.
6. Access Control List Configuration

Figure 9. Access Control List Configuration
Source: Author's Documentation Results
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Access control list configuration is done on the router which is done by creating a named ACL with
the command “#ip access-list extended [ACL Name]”, then if you want to limit access between VLANs
or services use the command “#deny ip [192.168.xx ] [wildcard mask] host [192.168.xx]” for example,
if you want to limit access from the guest VLAN to the internal VLAN and the server use the command
“#deny ip 192.168.10.0 0.0.0.255 host 192.168.1.2” to block access from the guest VLAN to the server
and “deny ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255” to block access from the guest VLAN to
the internal technical VLAN and add the command “#permit ip 192.168.20.0 0.0.0.255 host
192.168.1.2” so that the internal technical VLAN can access the server.

Then, to allow IT administrators to access each VLAN, use the command “#permit ip host
192.168.30.10 any” in VLAN operation to allow IT administrators to access it. Then, at the end of each
ACL, use the command “permit ip [subnet VLAN] [wildcard mask] any” to allow access beyond that
previously restricted.

louter>
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config)d
Ace FastEthernet5/0.50
sa~-group Block _vlan_saleamarketing in

¥

¥

Routerfeontigure terminal

Enter co 1g commands, one per line. End with CNTL/Z.
Router (config) 4

Router (config) tinterface FastEtherneti/0.10
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Router (config-subif) foxit

Router (config)

R ( ‘thexrnet3/0,20
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Figure 10. Access Group Configuration
Source: Author's Documentation Results
After all ACLs have been configured, the next step is to enter the ip access-group on each VLAN
subinterface, with the command “interface [subinterface name] ip access-group [ACL name] in”.

Network Management
In order for the network design to run well, the author provides several suggestions regarding

network management so that network stability can be maintained, the suggestions are as follows:
1. Centralized DHCP server control

IP address management on the network is done centrally on the router device via a DHCP server, so
that the distribution of IP addresses for each device on each VLAN can be done dynamically, which can
make it easier for IT administrators to distribute IP addresses on the company network compared to
configuring IP addresses manually.
2. Device documentation and network configuration

Network device and configuration documentation is necessary to assist administrators in
troubleshooting any network outages. Network documentation also serves as a guide for new IT
administrators in understanding the devices and configurations on the company network.
3. MonitoringNetwork Periodically

Network monitoring is carried out periodically to ensure that every device and network performance
in the company continues to run well, as well as to ensure that network security is maintained from
unknown access that tries to connect to the company network.
4. Centralized Access Point Management

Each access point on the company network is configured centrally using a cloud-based network
management platform, where IT administrators can configure several access points at once without
having to configure each access point one by one, so that this approach can make it easier for IT
administrators to carry out management and configuration such as setting SSID, VLAN or bandwidth
management on network access points.
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Network Testing
Network testing in this study was carried out by testing a network simulation simulated on Cisco

Packet Tracer. The purpose of network testing is to test the configuration implemented in the network
simulation and to compare the test results before and after the implementation of VLAN segmentation

and Access Control List (ACL) in the network design simulation.

Initial Network Testing
In this initial testing phase, the network design has not yet been integrated into a single network,

and VLAN segmentation and access restrictions using Access Control Lists (ACLs) are being
implemented. In this testing, the author focused on connectivity testing on network devices to ensure

that each device is properly connected.
1. Ping test connection between devices
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Figure 11. Simulation Before Implementation VLAN
Source: Author's Documentation Results

-,. Laptop aperation

Figure 12. Testing Connections between Devices Before Implementation VLAN
Source: Author's Documentation Results

In this test, the author tried to test the connection between devices by using the ping command
on the laptop in the operations division to the laptop in the technical section, where the ping results
showed that the two devices could connect directly to each other, without any segmentation that limits

network access on each segment.

Final Network Testing
In this testing phase, the author tested the proposed network design to ensure that the VLAN

segmentation worked properly. The author also created several scenarios, such as testing connectivity
on devices within the same VLAN, testing interVLAN routing, and testing ACLs on the network.
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1. Testing Connections between Devices in One VLAN

Physical Config  Deskiop Programming  Attributes
X]

Figure 13. Testing Device Connections on the Same VLAN
Source: Author's Documentation Results
In the test above, the author conducted a test using the ping command on the device on the internal

technical VLAN, where the test results showed that the devices on the internal technical VLAN could
connect to each other well.

2. Testing Device Connections between Different VL ANs

L3

% Laptopd

Prysical Confg  Deskt

A
0p  Programming  Alributes

1 Top

~

<

>

Figure 14. Testing the device connection onDifferent VLANs
Source: Author's Documentation Results
In the second test, the author conducted a test on the connection between the Operation VLAN to
the internal technical VLAN using the ping command, where the test results showed that the ACL
successfully blocked traffic from the Operation VLAN to the internal technical VLAN.
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3. Testing Administrator Access to another VLAN
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Figure 15. Testing Administrator Access toOther VLANs
Source: Author's Documentation Results
Based on the test results on administrator access to other VLANS, it shows that the administrator
on VLAN 30 successfully accessed VLAN 10, which shows that ACL and Inter-vlan routing worked
well according to the configuration.

Network Comparison

To clarify the test results, the author compared the network before and after implementing
VLANSs. This comparison covered: network structure, network segmentation, security, network
management, and broadcast traffic.
Table 1. Network Comparison

Aspect Before VLAN Implementation After VLAN Implementation
Network The network is still in the form of a flat The network is divided into several
Structure network and has not implemented network segments using VLANs based on

network segmentation, so that many user groups. This allows each device to be
network devices are in the same domain. grouped based on function and needs.
Network The network still does not implement Access to the network is regulated through
Security access restrictions on the network, thus the implementation of ACLs, so that only
increasing the risk of cyber attacks, such devices/network segments that are granted
as unauthorized access between devices access can access company resources.
and company resources.
Network Network management is quite difficult Network management can be done more
management because the network is still in the form easily and in a structured way, because

of a flat network, so that many devices
are still in the same domain, thus

each device is grouped based on VLAN,
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complicating the network management making it easier to manage and

process. troubleshoot the company network.
Broadcast Broadcast traffic is still very high Broadcast traffic is limited to each VLAN,
Traffic because there are still many devices in so that broadcast traffic does not spread

the same broadcast domain, which directly throughout the network.
causes broadcast packets sent by devices

to be received by many devices in the

same broadcast domain so that broadcast

traffic becomes high.

Source: Author's Documentation Results

Conclusion

This research produces a Wireless Local Area Network (WLAN) network design based on
Virtual Local Area Network (VLAN) to optimize network management and security at PT. Halia
Teknologi Nusantara. Based on the simulation results using Cisco Packet Tracer, the implementation of
VLAN allows the separation of employee networks based on divisions and guest networks into different
segments, thereby limiting the spread of broadcast traffic on each VLAN. The implementation of inter-
VLAN routing supports communication arrangements between segments, while Access Control List
(ACL) is used to limit access according to the established network policy. The test results show that
devices in the same VLAN can communicate well, access from the Operation VLAN to the internal
technical VLAN is successfully blocked, and administrators can access other VLANSs according to the
configuration. These results indicate that the proposed design can support more structured network
management and improve access control to the company's internal resources. Practically, this design
can be a reference for companies in integrating inter-floor networks, managing IP addresses through
DHCP, documenting configurations, and carrying out regular network monitoring.

This study has limitations because the testing was conducted using Cisco Packet Tracer
simulations, so the results do not fully reflect the physical implementation conditions, including the
actual performance of the wireless network, device capacity, connection stability, and quality of service
when used by multiple users simultaneously. Furthermore, the study does not provide quantitative
measurements of changes in broadcast traffic, latency, throughput, and network security levels before
and after the design is implemented. Therefore, further research is recommended to conduct direct
implementation and testing on corporate infrastructure, accompanied by Quality of Service (QoS)
measurements, user load testing, and evaluation of the effectiveness of ACL rules for various access
scenarios. Further developments could also include centralized access point management, real-time
network monitoring, and bandwidth management based on the needs of each division. With this
advanced testing, it is hoped that the network design can be evaluated more thoroughly before being
implemented as a corporate operational infrastructure.
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