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Introduction

Diplomas are widely used for recruitment, further study applications, job selection, and
recognition of academic credentials. Therefore, the integrity and source of publication of these documents
need to be verified (Jarnawansyah, 2025). However, verification is still often conducted through direct
confirmation with the issuing institution, making the process time-consuming and increasing the
administrative burden. Companies and educational institutions also have limited opportunities to conduct
independent audits (Castro & Au-Yong-Oliveira, 2021; Frisch et al., 2023). Furthermore, falsification
and misuse of academic credentials can undermine the credibility of the education system, disrupt the job
market, and reduce the quality of the workforce (Said et al., 2025). These challenges highlight the need
for a verification mechanism that enables document integrity checks and record traceability through

information technology (Rusmawanti et al., 2020).
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Blockchain offers a potential solution through its immutability, transparency, and traceability
features. Its ledger mechanisms, consensus processes, and cryptographic relationships between blocks
enable changes to records to be identified and data history to be traced (Dong et al., 2023). Cryptographic
techniques can also support information security by protecting information from unauthorized access
(Zulfikar et al, 2019). These capabilities have encouraged the application of blockchain in higher
education, particularly for academic data management, student records, and diploma and credential
verification (Jia et al, 2024; Raimundo & Rosario, 2021). However, storing complete diploma files
directly on a blockchain is limited by storage capacity and performance. An alternative approach is to
store document hashes on the blockchain while maintaining the original files on the Interplanetary File
System (IPES), with Content Identifiers (CIDs) serving as references to the stored files (Sultana et al,,
2023; Lalli et al., 2024). This integration has also been explored in educational certificate verification
systems (Jaafar et al., 2024).

Previous studies have demonstrated the application of blockchain in academic credential
management and verification through different approaches. EduCTX focuses on academic credit
management and exchange between institutions (TurkanoviC’ et al., 2018), while other studies have
developed blockchain-based systems for credential verification and academic document recording using
Ethereum smart contracts (Noshi & Xu, 2024; Putri et al., 2024). These developments demonstrate the
potential of blockchain for improving the management and verification of academic credentials.
Nevertheless, further prototype-level evaluation is needed to examine how document integrity, data
registration, and file references can be verified together with transaction traceability. In particular, the
technical relationship between SHA-256 document hashing, smart contract-based data management, and
IPES storage requires evaluation through functional testing, processing-time observations, and transaction
fee analysis. Thus, the research gap addressed in this study concerns the implementation and technical
evaluation of these integrated components within a single digital diploma verification prototype, rather
than the development of a new blockchain credential standard or a system for establishing the
administrative authenticity of academic qualifications.

Based on this gap, this research aims to develop and test a blockchain-based digital diploma
verification prototype using SHA-256, smart contracts, and IPFS. SHA-256 is used to generate
document fingerprints for integrity comparison, smart contracts manage the registration and retrieval of
diploma verification data, and IPFS provides off-chain document storage through CIDs. The prototype
is evaluated through functional scenarios involving original and modified documents, registered and
unregistered diploma numbers, hash and CID matching, and transaction traceability. Processing-time
observations and gas-fee analysis are also conducted to examine the characteristics of on-chain and off-
chain operations. The novelty of this research lies in the implementation and integrated technical
evaluation of these three components through functional verification scenarios, traceability checks,
processing-time observations, and transaction cost analysis. The resulting prototype is intended to
support technical document integrity verification, while administrative validity remains the responsibility

of the issuing institution.

Research Methods
This research is the development of a prototype for a blockchain-based digital diploma verification
application. The method used is Evolutionary Prototyping, where the prototype is built in stages, then evaluated

and refined iteratively until the specified functional requirements are met. This method was used because the
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integration of blockchain, smart contracts, and IPES requires review and refinement at each stage of
development.

The instruments used in development and testing included simulated diploma documents, the SHA-
256 hash algorithm, IPES, Solidity smart contracts, Ethereum Sepolia, MetaMask, and a block explorer.
Functional testing was conducted using black-box scenarios to verify functional suitability, document integrity,
hash changes, transaction traceability, and verification results. Processing times and gas fees were recorded and
analyzed descriptively to observe the characteristics of on-chain and off-chain processes.

The test object was a simulated diploma document used to examine the document recording and
verification process. Testing was conducted on scenarios involving identical documents, altered documents,
registered diploma numbers, different numbers, and transaction traceability. The use of simulated documents
was intended because the prototype was not intended to validate genuine diplomas from specific institutions.

The research procedure followed the Evolutionary Prototyping stages: requirements gathering, rapid
design, prototype development, evaluation and testing, and iterative refinement. Requirements gathering was
conducted by identifying functional and non-functional requirements related to recording, verification, security,
and document integrity. Next, the system architecture, process flow, smart contract data structure, database,
and user interface were designed.

During the development phase, the prototype was implemented using Solidity smart contracts, an
HTML-based web interface, Tailwind CSS, and JavaScript, a Node.js/ Express and SQLite backend,
Web3/MetaMask integration, and document storage via IPFS. The evaluation phase used simulated diploma
documents to test functionality, hash integrity, transaction transparency and traceability, processing time, gas
tees, and verification results. The test findings were then used to refine the prototype to ensure its intended

tunctionality runs as expected.

Results and Discussion
Verification Mechanism Test Results
Table I Hash Results of Diploma Documents

No Document Name File Size Hash Algorithm SHA-256 Hash Value
I. diploma_001.pdf 106 KB SHA-256 4c81¢3a0dca60f2332ac57a91eadf70e61af7¢682056e076££807c76d8e5271b
2. diploma_002.pdf 14 KB SHA-256 64a5633112cc2630c2£ce54255228bb5cc6243c92d6394e215¢8¢99556e44c2a
3. diploma_003.pdf 43 KB SHA-256 32£3333{5ebfa63813b8ce4f89a4cOfb014f961142£37d615aca359d0d568467
4. diploma_004.pdf 79 KB SHA-256 0c837b9ac8b76123a501d64b0f065064668£8bbfefeb56b6468bc540c2d 128
S. diploma_00S.pdf 19 KB SHA-256 4945320b667d9078a0ec04702b6f09{58{fed61060104c8b0fe933ceacObcOb
6. diploma_006.pdf 93 KB SHA-256 9¢dc72e68£3ba652960d2018c8da0a5b1{6ac52b648255814b934026e6aa0fd
7. diploma_007.pdf 191 KB SHA-256 fI1d7b909106b3099d74b482e03db59b11bb9c431de97329dfc33001083b72c06
8. diploma_008.pdf 69 KB SHA-256 2b3eb940eceaa5459d4b654ead3010a0dc5ale427031871b512dab0a3fd495e5
9. diploma_009.pdf 29 KB SHA-256 b3b9df3264d636aa89b8bc9376207269461e8664933d04e0c7eac703fc46628a
I0. diploma_010.pdf 30 KB SHA-256 170fafblcIba665629143a4153c6173278438a9b11£3480dd573914b7d9afead
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Table 1 displays 10 of the 30 simulated diplomas. Complete data is available in Appendix G. The

ten documents in Table 6 generate different hashes, which are then used as file identifiers and search keys

during verification. Hashes represent bytes, not readable content. The blockchain stores them as an

integrity reference. Identical hashes indicate file compatibility but do not prove the authenticity of the

academic data.

Table 2 Document Storage Results on IPES

No  Document Name HaskSHA-256 CID IPFS Status
1 dinl 001ndf 4c81c3a0dca60f2332ac57a91eadf70e61af7e  QmZoc495tsVPFAMxiXX]tthDQVNEvNzCIJeh812a Succeed
- diplomatRLp 68a056c076{f807c76485271b N6667k Hecee

_ 6425633112cc2630c2fce54255228bb5cc62  QmeQIFNNUeyNaANfmAa6c7XQbS57u92yk IvSZu
2. diploma_002.pdf Succeed
43¢92d6394¢215c8¢99556e44c2a wKXnQ4nc
3 diol 003.0df 32£3333f5ebfa63813b8ce4f89a4c9b014f96 QmSMhVbfJF9xzWi8aTeMX2ChqteUnwgdRDBT 64 S o
oo Spomaiep 1£42£37d615aca359d0d568467 VdTvdbaG recee
b dioloms O0dnge  0e337b9acBb76123a501d64b0M6SO64668F QmPFGeSoVXs3gav7jUnvLy3CRRKHSFhfHuAA4k Sueceed
- diplomathuRp 8bbfefeb56b6468bc540c2d 128fF QLLN2bKa Hecee
. 4945320b667d9078a0ec04702b6f09f58ffe  QmQsDZDqlyNWRrVSGkV8BtBQkIZA8bz3FUdp
S. diploma_005.pdf Succeed
d61060104c8b0fe933ceacObcob hwZ4HaPEoM
6 dinl 006.0df 9cdc72e68f3ba652960d2018c8da0aSbIf6ac  QmSzSSbH2QymXai8xAxMZbRsSuVLi%ighDjeWQ S od
oo Spomaihp 5£2b64855814b934026¢6a20fd BJKBSMCU Heeee
2 diodoma 007 nge | 1476909106b3099d74b482¢03dbSIBITbD - QmQAGvr Sv3wBox6Yly TwMLrmcPzc8nfe3Z3KskV Sueceed
o POmATRAPE 9431097329dfc33001083b72006 UUdZFk Hecee
. 2b3eb940eceaa5459d4b654ead3010a0dcSal  Qmeg8HwIzAIV CyZbeyyrF6CggnZkcUmYHLSGJfa .
8. loma_008.pdf ! S
diploma_008.pdf 0318715 12dab0a3 4955 HTGELuV ucceed
o divloms 000nge  P3P9d32646362289b8bc9376207a6946 e QmVbziBEnLxwXdVPOCekinBBnexiKiDruKFpXCd Sueceed
- GpomatEp 8664933d04¢0c7cac703fc46628a vpNDu Hecee
170fafb1c1ba665629143a4153c617327843 3pVbKZuXSeUvotosSX4qKSASYV Tsg8W524
10.  diploma_0I0.pdf ahreoa 2 ¢ 2 Qmac3p UASELvOros 4 sg8W52 Succeed

8a9b11£3480dd573914b7d9afead

wSDJ312f

Table 2 shows 10 samples. All 30 data sets are available in Appendix G. These findings highlight the

need for format validation and raw evidence storage. The separation of IPFS and blockchain reduces on-

chain data. File availability still depends on PINs and gateways.

Table 3 Results of Data Recording on Blockchain

No  Diploma Number Transaction Hash Block Number Gas Fee Status
0x5ca2fa3a0f4033a3855a468f0e6ecb34d64dde4c08595 .
1. 742012020000107 8eObOd4f0RFd2ecTe 10788160 0.00122725 ETH Success
0x7d406ce657299627bd762d70363439e0d66dcce2e61 0.00107133 .
2. 12006100869 27524041 cc0G6ceeaT4d8 10788169 ETH Success
0
3. 701012021000241 0x851392a854a50934bff67047cSecbdee1d3413£f5f05a6 0.00107371 ETH Success
88dbaecd197f22elfle 10788233
0006/ST 0x0116684a7b6abdee30abb3f49664b25d6e0024391d2f
4. FT/R, /_2/20 16 7bf91dfa3 10788240 0.00107477 ETH Success
& 006e4d63c4d
s, 13.01657.12 0x51f3d2b21£76ad831d01a689cf65b8f57050dalf394£8 10788243 0.00107561 ETH Success

326ab33944311{8880
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No Diploma Number Transaction Hash Block Number Gas Fee Status
Oxafe9bc6499f6c7ac2 1c892efaba9b24a7cd8eefaa5587bE
6. 09.62142.2.443 xafeObc6499f6cTac21892efabadb24a7cdBeclaaSSETE oo 1o 0.00118989 ETH Success
bI1£357006a6797b4
" 3 3 P (¢
7 1010110120008 0xI1a27d370a77b64a5 _a8ce24—bb 84da780145f21e8591 10788250 000107793 ETH Snccess
69500598c1 1 14b1da2f0
0x85281b913b263af76339f032c2330dedach457b3a84
8. 862062021000541 o°? poal/hosTIeose edac A% 10788253 0.00107865 ETH Success
363e4d91b378493b692
Oxa7ffbbd9a0a554a44f19f0d7a44279d23F86£73cdOdb
0 5, o
9. L2G009031 b 2470585690601 30 10788256 0.00107877 ETH Success
~ 0xa726c4badc14£e57498d704£e670ca31b30b170526af7 . .
10. 175203 10788260 0.00107769 ETH Success

6197c891374589b1451

Table 3 lists 10 of the 30 documents. The gas fee is only derived from uploadDiploma, not including

set TransactionHash. Each row has its own transaction hash and block number for browsing through a

block explorer.
Table 4 Document Verification Results Scenario
No Testing Scenario InpurTesting Blockchain Data Verification Results Status
1. Original document diploma_004.pdf Hashin accordance In accordance Succeed
. Hashit is not in It is not in Successfuﬂy
. D ent ch; ipl 004 pdf
2 ocument changed  diploma_004_cditpd accordance with accordance with detected
is ipl
3. Regisered diploma 1 15020000107 Data found In accordance Succeed
nulhber
Diploma b I i i full
4. Ip OTT?'I number 42524623125 Data not found t 1S nOt m SuCCGSS U y
not registered accordance with detected
CID rdi IPES
S. CID according to dat according to CID match In accordance Succeed
ata
1D I i i fully
6. ¢ does not Different CID CID does not match Lo n().t in  Successfully
match accordance with detected

The differences in output for the four scenarios in Table 4 are explained after the table.

I.

In the first scenario, the original document produces the same hash as the hash recorded in the
blockchain, so it is declared a match.

In the second scenario, the altered document produces a different hash and is therefore declared
incompatible.

The third scenario shows that the registered diploma number can be used to retrieve hash and CID
data from the blockchain.

The fourth scenario shows that unregistered diploma numbers do not generate verification data. This
output distinguishes registered verification data from numbers that are not yet recorded in the smart
contract.

The fifth and sixth scenarios use the CID as supporting data. The same CID as the record can be
used to search for files in IPFS. A different CID does not match the recorded reference, but this

check does not determine the document's administrative validity.

Test results rely on exact lookups and pre-recorded data. The prototype matches input against records

without assessing the academic content of the diploma.
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Table 5§ Document Verification Results Based on Hash Changes

Hash
. Reference Registration - . .
No. Document Type Test File Name X Comparlson Information
Diploma Number Status
Results
0006/S1-
Original diploma_004.p . Recorded to Hashin .
L document df l(“T/Reg/Z/ZOI the blockchain accordance Initial data
6
0006/S1-
5 Document dif-)loma_004_ FT /R/eg /2201 Not re- Fashdifferent It is not in .
renamed edit_name.pdf 6 recorded accordance with
6
D diploma_004_ 0006/S1- N Iei X
t t re- tis t
3. ocument edit_number.p FT/Reg/2/202 orre Hashdifferent 1S notm .
number changed i 0 recorded accordance with
D diploma_004 0006/51- N It is not i
ocument diploma_004_ ot re- X t is not in
4. FT/Reg/2/201 Hashdiffere
modified date edit_date.pdf 6 / eg/ / recorded whditterent accordance with
diploma_004_ 0006, /SI- . .
Document g Not re- X It is not in
S. edit_metadata. FT/ Reg/ 2/201 Hashdifferent .
metadata changed recorded accordance with
pdf 6
0006/51-
Identical dipl. 004 N - Hashi
6. entical copy tplomatiB_ FT/Reg/Z/ZOI otre asimn In accordance
document copy.pdf recorded accordance

6

Table S shows that only the original document is recorded on the blockchain. The modified copy is

used for verification only, as the same diploma number cannot be re-registered.

When changes occur to the name, number, date, and metadata, the prototype recalculates the hash of

the test file and compares it to the hash of the original document that has been recorded. Each change

produces a different hash. Therefore, the record is not found and the document is declared non-

conforming. Conversely, an identical copy produces the same hash and demonstrates technical conformity

with the record. Byte changes produce different hashes and are rejected during verification. This check

does not assess administrative correctness. An erroneous original document can still be found if its hash

has been recorded, so initial validation is the responsibility of the issuer.

Table 6 Transaction Traceability Details

No Diploma Number Transaction Hash Block Number Status Tracking Media
74201202000010 0xSca2ffa3a0f4033a3855a468{0e6ecb34d64dde4c08595 . . .
1. 10788160 Success Sepolia Etherscan
7 8fe9b9d4108fd2ec7e
0x7d406ce657299627bd762d70363439¢0d66dcce2e61
o . o
2. 12006100869 2759404 ] ce066ceeaT4d8 10788169 Success Sepolia Etherscan
3 70101202100024 0x851392a854a50934bff67047cSecbdeel d3413£5f05a6 Syccess Sepolia Ethers
Sl 88dbaccd197f22¢Ifle 10788233 ueces cpotia Bietsean
0006/SI- 0x0116684a7b6abdee30abb3f49664b25d6e0024391d2f . .
4. FT/Reg/2/2016  7bO1dfa3006e4d63cd 10788240 Success Sepolia Etherscan
0x51f3d2b21£76ad831d01a689cf65b857050dalf3943
. .0 . s S ia Ethersca
S 13.01657.12 326253394431 LF3F380 10788243 Success Sepolia Etherscan
fe9 991 92efaba9 a fa f
6 09621422443 feObcOa99M6Tacal B dehabaObIAaTedBeckaSSETOE 7,7 Success Sepolia Etherscan
bI1f3570e6a6797b4
0x1a27d370a77b64a53a8ce24bb384da780145f21e8591 . - .
7. 110I0I110120008 69b00598cT I 14b1dazfO 10788250 Success Sepolia Etherscan
8. 86206202100054 0x85a81b913b265af76339f0e32c2330dedacb457b3a84 10788253 Syccess Sepolia Echerscan

I

e363e4d91b378493b692
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No Diploma Number Transaction Hash Block Number Status Tracking Media
Oxa7ftbbd9a0a554a44ef199d7a44a79d2386173 b
9. L2G009031 xa7fbbd9a0a5S4a4ef 191D d7a44a79 4231867 3cdOd 10788256 Success Sepolia Etherscan
b247¢585692ce6913a
o O -
10, 175203 0xa726c4badc14ﬂ574{)8d704f6670ca3Ib30b170526af7 10788260 Snccess Sepolia Etherscan
6197c89f374589b1451

Table 0 lists a unique transaction hash and block number for each diploma. This means each record
has its own unique track record. If the transaction is successful, the transaction hash serves as proof that
the network has received and processed the transaction.

Stakeholders can trace records through blockchain transaction trails. Document hashes and CID
references reduce exposure because they don't directly reveal the file's contents. This evidence indicates
the network has processed the data. However, it doesn't guarantee the accuracy of the diploma's
administrative content. Network transparency also carries privacy risks. Full names, student ID numbers

(NIK), birth dates, and other student data are not appropriate for direct recording on a public blockchain.

Table 7 Comparison of Off-Chain and On-Chain Processes

Time

No Process Process Type Range /Estimation Transaction Fees Information
Local,
1. Document hash generation Off-chain 0.5—1 second 0 o e
network
- Depends  on
- -5 d 0 f inni
2. Uploaddocuments to IPFS Off-chain 2 seconds (free  pinning) gateway &
connection
+0.0017 ETH  Transacti
Recording hash & CID to . 12-30 seconds ransaction
3. A On-chain (0.0011-0.0032 onlyupload
blockchain .
ETH) Diploma
On-chainread- 0 ad-only)  Doe
4. Verification data reading -chatmea 0.2-0.5 seconds (read-only) e not
only change state
. . Local, fast
S. Upload file hash matching Off-chain 0.3-0.8 seconds 0

The observation timeframe only covers the uploadDiploma transaction, while setTransactionHash
has not been calculated. The graph shows the minimum and maximum ranges at each stage, not averages
or statistical benchmarks because raw data per document is not recorded. Advanced benchmarking
requires controlled iterations with reporting of raw data, number of iterations, mean or median, and

variance. Therefore, the current results should only be interpreted as a comparison of process

characteristics.

Biaya Gas pada Senhap Proses (test ETH)

Beaya gas {test ETH)

Figure I Graph of Transaction Costs per Process
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dependent on internet connection and service availability. In contrast, on-chain processes require

confirmation time and gas fees due to smart contract state changes. Therefore, the prototype selectively

Local hash generation and matching are faster and require no gas fees. Uploading to IPFS remains

uses the blockchain to record hashes and CIDs, while the diploma files are stored on IPFS.

Table 8 Gas Fee Observation Results

T :
No Activity ransaction Gas Used Gas Fee Information
Type
Deployme:
I cploymentmare On-chain 2,766,621 0.00416099 ETH Highest cost
contract
Diploma d: di
2. . ploma data 1ecorie  On-chain 488,838 000122725 ETH Writing mapping & array
Dipl i Ga iati i
3' lp oma data recordlﬂg OH—C}]JI‘[I 426‘858 0‘00107133 ETH 'IIS Vflr['ltlon dependlng on
2 Str[ng s1ze
Gas usedrelatively stable; gas fees
4. Diploma registration 3 On-chain 426,370 0.00107371 ETH vary according to network gas
prices
A load
Summaryupload . . Average  0.0017 ETH \ierageup o .
S. ) On-chain Varies 3 Diplomajset TransactionHashnot
Diploma30 documents (0.0011-0.0032 ETH) .
included
Verificati eadi On-charnread-
6. .erl feation reading -enanmed 0 0 No transactions; no state ch;mges
Vlaethicall Only
Verify 30 d On-charnread-
7. ey ocuments -eaea 0 0 No gas; function event not saved
througheth_call only
Gas Fee pada Setiap Aktivitas
0.005
0.0041 6095

Deploymentuses the most gas because all contract code is placed on the blockchain. For 30
uploadDiploma transactions, the average fee was recorded at 0.001735I1 test ETH. This figure does
not represent the entire flow. The setTransactionHash fee has not been calculated. Meanwhile,

verification via eth_call does not use gas or generate persistent logs. All values are sourced from Sepolia

0,004 ¢

Gas fee [test ETH)

0.001 4

000

0.003 1

£.002 4

ey ranot
Pt Conlr T

0.00122725 000307135
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and are subject to change depending on network conditions.
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Figure 9 Conformity of Verification Results
No Types of Testing Amount Expected results Actual Results Level of Compliance
Original di s
1. rignal documents 30 In accordance In accordance 100%
(files)
5 Document  changed 4 It.is not in accordance It is not in accordance with  100%
(file) with
Registered  dipl .
3. cgistere tploma 5 Data found Data found 100%
number
Diploma  number
4. not registered 10 Data not found Data not found 100%
5. Hashin accordance 30 In accordance In accordance 100%
6. Hashit  is 1.10t in 10 Ir.is not in accordance It is not in accordance with  100%
accordance with with
Total 114 As per scenario As per scenario 100%

The test results show that the original document and its corresponding hash were found, while no

different documents or numbers were found. The percentages in Figure 24 only illustrate the results of

the check on simulated data and do not indicate statistical accuracy or administrative authenticity. The

prototype can check integrity, registration, hash-number relationships, and record traces, but the validity

of the data remains dependent on the original data and the authorization of authorized institutions.

Analysis and Discussion of Test Results

I.

Blockchainas a medium for recording evidence of integrity

Test data shows: the blockchain stores proof of integrity in the form of document hashes through
a smart contract. Verification uses the hash of the tested file as a key to find the created record. The
file is not stored on the blockchain, but rather on IPFS. Meanwhile, the hash and CID are recorded
as technical evidence. This arrangement makes the blockchain a supporting layer for document
compliance verification, not a replacement for academic administration.
The Role of Hashes in Maintaining Document Integrity

Meanwhile, a modified document produces a different hash. An unchanged document produces
the same hash when re-examined. This difference is used to detect file changes. The hash only
demonstrates the correspondence of the byte order and does not prove the correctness of the content
or the administrative validity of the diploma. The issuing institution remains responsible for the
original data recorded.
The Role of IPFS as Off-Chain Storage

Files are placed on IPES, with the CID being a reference to their content. This type of storage
avoids loading large documents onto the blockchain. There are two important limitations. The CID
doesn't guarantee the file's availability and doesn't make its contents confidential. Public gateways
may be able to retrieve content if the CID is known. Real academic documents require pinning, client-
side encryption, access control, and retention rules before being stored in this manner.
The Role of Smart Contracts in the Verification Process

The code review identified two issues. The setTransactionHash function didn't use onlyAdmin.
Meanwhile, verifyDiplomaByHash and verifyDiplomaByNumber weren't declared as views, even

though they were read via eth_call. As a result, these write functions required access control, and
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events in the verify function weren't logged persistently. The test contract wasn't fixed because the
change required redeployment and re-logging of all data to a new address. This is the immutability
consequence discussed in Section 3.11.

Transaction Transparency and Traceability

Each record generates a transaction hash and block number, which can be tracked through a block
explorer. This evidence supports the verification of the record trail. Because blockchain transactions
are public and open, and difficult to delete, personal data should not be recorded directly. Future
designs should limit on-chain data to only the evidence that is absolutely necessary.

Comparison of On-Chain and Off-Chain Mechanisms

The test data distinguishes between on-chain and off-chain functions. On-chain recording
requires gas fees and network confirmation time. Hash generation, storage in IPFS, and hash matching
do not change the blockchain state and therefore consume no gas. In the prototype, the blockchain
only stores hashes and CIDs. Meanwhile, diploma files are stored in IPES. This separation maintains
a transaction trail without placing the entire document on the blockchain.

Comparison of Verification Mechanisms with Existing Platforms

The prototype's functionality is closest to Blockcerts, using hashes and blockchain to prove
certificate integrity. Its relationship with EduCTX is more limited, as both use blockchain for
academic data. CertiChain itself verifies input documents or identities by matching them against
established records.

The three systems focus on different things. Blockcerts covers the issuance and verification of
digital credentials. Meanwhile, EduCTX handles the exchange of academic credits between
institutions. CertiChain is geared towards a single technical chain that connects document hashes,
IPES CIDs, smart contracts, transaction hashes, block numbers, gas fees, and matching outputs.

The technical contribution of this final project lies in the implementation and testing of this
mechanism in a prototype. The blockchain serves as the record-keeping layer, IPES as off-chain
storage, and a smart contract as the data manager for the verification process. A comparison of the

verification mechanism in this prototype development with existing platforms is shown in Table 10.

Table 10 Comparison of Verification Mechanisms with Existing Platforms

EduCTXTurkanovi€ et al.
Aspect This Development BlockcertsBaldi et al. (2020) du (2“518;"‘ €
. . . L. . Academic credit management

Focus Technical mechanism analysis ~ Digital credential standards

platform

Recognition and exchange of
Verification method Document hash matching Digital credential verification academic  credits  between

institutions

Token-based academi di
Document storage IPFS/ off-chain Filecredentials and metadata oren-based academic credit

data
Hash, CID, diploma number,

Tokencredits (ECTX d
Data on the blockchain name, institution, and  Hashcredentials okencredits ( ) and

. academic data
transaction metadata

Transaction hashand  block Through  the  blockchain

Traceability Through the verifier

number network between institutions

Technical ~ simulation  of  Credential  issuance  and  Higher  education  credit
Scope . . . . .

diploma verification verification exchange platform
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Table 1T Advantages and Limitations of Blockchain Mechanisms

Aspect Superiority Limitations

. . Document changes can be detected  Does not guarantee the correctness of the
Data integrity o
through the hash initial data

Transactions can be traced through

Traceability . Requires blockchain network access
transaction hash
Transaction data can be checked via block  On-chain metadata and public CIDs can

Transparency . .
explorer pose privacy risks

Cost Data reading is relatively cheap Data recording requires gas fees

» Data is difficult to manipulate once .
Immutability Input errors are difficult to correct

recorded

Blockchain doesn't solve all diploma verification issues. It offers advantages in integrity,
traceability, and transparency, along with limitations such as gas fees, network dependency, and the
difficulty of data correction due to immutability. Its function in the prototype is to support technical

verification. Meanwhile, administrative validity remains the responsibility of the issuing institution.

Conclusion and Recommendation

This research resulted in a CertiChain prototype for blockchain-based digital diploma
verification by integrating SHA-256, smart contracts, and IPFS. Test results show that the prototype can
verify document integrity, match diploma numbers to hashes, verify data registration, and verify
transaction traceability. Identical documents generate matching hashes, while document changes generate
different hashes and are not detected. The off-chain process is relatively quick and requires no gas fees,
while the on-chain process requires confirmation time and transaction fees. Practically, this approach can
support technical document verification by utilizing blockchain to record proof of integrity and IPES to
store files.

The research results still have limitations because the testing used simulated documents and
Ethereum Sepolia as a testnet, so they do not represent implementation on the mainnet or administrative
validation of diplomas from specific institutions. The time and cost data are also observational and cannot
yet be used as statistical benchmarks. Furthermore, regulatory aspects, personal data protection,
integration with academic systems, and operational validation have not been discussed in depth. Future
research is recommended to conduct repeated testing with controlled device, browser, file size, and
network conditions, and report raw data and appropriate statistical measures. Further development could
also consider integration with academic systems and testing in operational environments to more

comprehensively assess the prototype's applicability.
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